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Introduction
Cross-Site Request Forgery

➢ Definition 

“Cross-Site Request Forgery (CSRF) is an attack that forces an end user to 
execute unwanted actions on a web application in which they’re currently 
authenticated. With a little help of social engineering (such as sending a link 
via email or chat), an attacker may trick the users of a web application into 
executing actions of the attacker’s choosing”.

-OWASP
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Introduction- Cont.

Cross-Site Request Forgery- Attack
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Introduction
Cross-Site Request Forgery

➢ GET scenario
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Introduction
Challenges 

➢ Vulnerability-specific Analysis Tools

➢ Event-based Transfer of Control

➢ Dynamic Web Execution Environment

➢ Shared Third-party Code
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JAW

Why JWA ?
➢ Hybrid Property Graphs
✓ HPGs provide a uniform canonical representation for JavaScript source code.

✓ Perform a variety of security tasks.

✓ Understand event-based transfer of control by proposing the Event Registration

✓ Captures the dynamics of the web execution environment of client-side JavaScript 
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Architecture and Design of JAW
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Architecture OF JAW
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Evaluation and Analysis



Evaluation 

Run JAW on 4,836 web pages.

❑Evaluation of JAW uncovered 12,701 forgeable client-side requests affecting 87 web 
applications.

❑ For 203 of them, created a working exploit against seven applications that can be used to 
compromise the database integrity. 

❑Analyzed the forgeable requests and identified 25 different request templates. 
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Analysis of Collected Data
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Analysis of Forgeable Requests

▪ SuiteCRM and SugarCRM → violate the server’s integrity 115/38 

▪ Neos→ violate the server’s integrity  115/8

▪ Kibana→ violate the server’s integrity  115/1

▪ Modx→ violate the server’s integrity  115/20

▪ Odoo→ violate the server’s integrity  115/1

▪ Shopware→ violate the server’s integrity 115/20
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Limitations and Future Scope 
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Limitations

▪ Static analysis tools used for the construction of the property graph.

▪ Checking real time vulnerability is difficult in this case.  

▪ Crawling can not give 100 % code coverage 
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Future Work of this paper

▪ In future need to include dynamic analysis tools for 
the construction of the property graph.

▪ Improve the efficiency of  Crawling mechanism

▪ Need to include additional classes for vulnerability 
check. 
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Conclusion

JAW is the new concept of HPG, a canonical, static-dynamic 
model for clientside JavaScript programs. 
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Observation

1. JAW entire model can be more efficient if we could use 
dynamic tools for experimental test.

2. JAW does not rely on a specific feature of JavaScript 
hence the methodology can be used for different 
programming language. 

3. Need to include additional vulnerability classes. 
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